Identification of data leakage and detecting guilty agent by Bharat, Ekatpure Pooja
 
 
 
 
1 Page 1-5 © MAT Journals 2018. All Rights Reserved 
 
Journal of Data Mining and Management 
Volume 3 Issue 1  
Identification of data leakage and detecting guilty agent 
 
Ekatpure Pooja Bharat 
Department of Computer Science & Engineering 
Sahakar Maharshi Shankarrao Mohite-Patil Institute of Technology & Research, Shankarnagar-Akluj 
(Email: poojaektpure96@gmail.com) 
 
Abstract 
The admin or data distributor distributes the important data to trusted agent .Sometimes the 
some part of data is leaked & found in an unauthorized place then it becomes important for 
the distributor to find out the guilty agent. Traditionally, the problem of data leakage is 
avoided by the watermarking technique. But in watermarking there are more chances of 
original data modification. To remove these problems, we introduce new strategies i.e. data 
allocation strategies. In perturbation technique data is modified and make it ‘less sensitive’ 
before sending to trusted agent. 
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INTRODUCTION 
In the past few years ago, there has been a 
sharp increase in data leakage from many 
organizations. In today’s day, there are 
most chances of data leakage because of 
new technology such as Mobile devices, 
removable media (USBs, CDs, external 
drives, etc.), emails and instant messages 
etc. Data leakage means illegal 
transmission of sensitive data of 
information to the outside world. The most 
common cause of data leakage is hardware 
or system malfunctions.  Our goal is to 
detect when the distributor’s sensitive data 
has been leaked by agents, and if possible 
to identify the agent that leaked the data 
[1]. 
 
LITERATURE SURVEY 
In an enterprise, data leakage issues are 
mostly arise from email and other internet 
channel. Therefore it is necessary to 
provide security to our data so data is 
prevented from unauthorized accessing. In 
today’s days by using mobile, Laptops, 
internet, sensitive data must be leaked very 
easily & maliciously. In previous, data 
leakage can be handled by watermarking 
technique .In watermarking unique code is 
added to the data before transmitting it to 
the agents. Leakage of data is identified by 
using these original data .But there are 
some disadvantages of watermarking 
technique. First, if the data recipient is an 
intelligent or malicious, it is easy for that 
person to destroy the watermark from 
original data. Second, there are chances of 
original data modification. Such 
approaches prevent in some sense data 
leakage by sharing information only with 
trusted parties. However, these policies are 
restrictive and may make it impossible to 
satisfy agent’s requests [4]. 
 
PROPOSED SYSTEM  
The main goal of our system is to identify 
the data which has been send by distributor 
is leaked by agents and if possible to 
detect the agent that leaked the data.   The 
technique in which data is modified and 
made “less sensitive” before handed to 
agent is called as Perturbation. For 
identifying leakage of a set of objects or 
records, we can use unobtrusive technique. 
In this technique, we develop a model for 
accessing the “guilt” of agent .In these 
paper; we present the algorithm to 
distribute the object to agent, in such a 
way that it improves the chances of 
detecting guilty agent. For identifying the 
person who leaks the data i.e. leaker or 
guilty agent  ,we add “fake “ object to the 
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set of distributed data .The  object which is 
added to the distributed data , acts as a 
watermark without modifying data. If it 
turns out an agent was given one or more 
fake objects that were leaked, then the 
distributor can be more confident that 
agent was guilty [4]. 
 
ENTITIES AND AGENTS 
A distributor owns a set O= {O1 . . . Om} 
of valuable data objects The Data provider 
wishes to contributes or share some of the 
objects with a set of agents U1; U2; . . . ; 
Un, but does not want the objects be 
leaked to other third parties. The objects in 
O could be of any type and size. 
Depending on the type of request (either a 
sample request or an explicit request), an 
agent Ui receives a subset of objects in O, 
i.e. RQi T, determined. 
 Sample request RQi = SAMPLE (O, 
mi): Any subset of mi records from O can 
be given to Ui.  
 Explicit request RQi=EXPLICIT (O, 
condi): Agent Ui receives all O objects 
that satisfy condi. 
 
 
Fig1: Block Diagram 
 
GUILT MODEL ANALYSIS 
By using the agent –guilt model we design 
this module. The Fake objects are stored in 
database 
In this module a counter value (also called 
as fake  
Objects) are incremented for any transfer 
of data occurrence when agent transfers 
data. By using fake objects which is stored 
in database it is easy to determine the guilt 
agent along with the probability. A graph 
represents probability distribution of data 
which is leaked by fake agents. [6]. 
 
Algorithms  
Evaluation of Explicit Data Request 
Algorithms 
Firstly, the aim of these projects was to see 
a fake object which is added in the 
distributed data sets greatly improves the 
chances of detecting a guilty agent. 
Secondly, e-optimal algorithm 
corresponding to a random allocation is 
evaluated. In Explicit data request, as per 
agent’s requirement he sends the request to 
the distributor with an appropriate 
condition. After processing on the data 
agent will get the new data by adding fake 
object. [5]. 
 
Evaluation of Sample Data Request 
Algorithms 
In sample data request, agent request sends 
request for data without any condition. 
Then as per agent’s query he will get the 
data by adding fake object using 
Perturbation technique. 
  When agent sends sample data requests, 
it means that agents are not interested in 
specific objects.[5].  
 
USER INTERFACE SCREENSHOT 
  Registration:- 
 
Fig2: Registration Form 
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This is new registration activity. Here user 
has to register to the system.  
 
Login 
Fig3: Login Form. 
 
  Administrator has to logon to the system.  
 
Manage User 
 
           Fig4:-Manage User Form 
 
Admin can manage the user 
(Grant/Ungrant). 
 
Upload File 
 
Fig 5: Upload File Form 
User can upload the file. 
 
User Request 
-    Fig6: User Request Form 
User sends the request to admin for file 
download. 
 
Allow Request 
 
Fig7:  Allow Request Form 
 
Admin allow/cancel the download request. 
 
Download 
 
Fig8: Download Form 
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 Admin download the file and fake object 
are added (i.e. file id). 
 
Check File 
 
Fig 9: Check File Form 
 
Admin checks the file download details 
and guilty agent.  
 
Graph 
Fig10: Graph Form 
 
Probability graph for how many request 
send to admin, how many requests are 
allowed/canceled, how many files are 
downloaded is drawn. 
FLOW DIAGRAM 
      
Fig11: DFD 0 Level 
 
 
Fig12:- DFD 1 Level 
 
CONCLUSION 
 In our project of Identification of data 
leakage and detecting guilty agent we have 
presented a Perturbation technique for 
relational data that adds the fake object in 
the data.   From the study of the data 
leakage, we can detect data leakage using 
some techniques like perturbation and 
adding fake object.   
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